LABORATORY CHAPTER №8

TOPIC. CYBER SAFETY

Cyber safety (cyber security) is the implementation of measures to protect systems, networks and software applications from digital attacks. Such attacks are usually aimed at obtaining access to confidential information, its modification and destruction, at soliciting money from users or at disrupting the normal operation of companies. A successful cyber security approach is expressed in the form of multi-level protection covering computers, networks, programs or data that must be secured. Employees, workflows, and technology must complement each other in organizations to provide effective protection against cyber attacks. 
Basic principles of information security
1. Data integrity is such a property, according to which information retains its content and structure in the process of its transmission and storage. Only a user with access rights can create, destroy or modify data.
2. Confidentiality is a property that indicates the need to restrict access to specific information for a designated circle of persons. Thus, confidentiality ensures that in the process of data transmission, they can only be known to authorized users.
3. Accessibility of information - this property characterizes the ability to provide timely and unhindered access of full users to the required information.
4. Reliability - this principle is expressed in the strict belonging of the information to the subject who is its source or from which it is accepted.

When considering problems related to security, the concept of “unauthorized access” is used – it describes an unauthorized access to information resources with the purpose of using them (reading, modification), as well as damage or destruction. For the purpose of organizing the protection of information, security and safety systems of are used - this is a set of interacting electronic devices, technical and engineering protection, specially trained personnel. At the same time, various methods are used to provide authorized persons with access to objects and information resources. These include user authentication and identification.
· Authentication is a method of identifying the authenticity of information, independent of
the source of information, based on the authentication of its internal structure. 
· Authorization - in information technologies it is the provision of certain powers to a 
person or a group of persons to perform certain actions in the data processing system. Through authorization, access rights to resources are established and implemented.
· Identification is a method of comparing objects or persons by their characteristics, by 
identifying by objects or documents, determining the powers related to the access of persons to premises, documents, etc.
In modern information technologies for the effective use of these methods, in addition to physical measures for the protection of objects, software and hardware based on the use of biometric systems are widely used (EDS – electronic digital signature, cryptography, etc.).
What is the most common threat to information security?
1. Inattention and negligence of employees. 
Strange as it may seem, the threat of the information security of a company can be represented by quite loyal employees and not thinking of stealing important data. Unintentional harm to confidential information is caused by the simple negligence or lack of information of employees. There is always the possibility that someone will open a phishing email and inject a virus from a personal laptop to the company's server. Or, for example, copy the file with confidential information on a tablet, flash drive or PDA to work on a business trip. And no company is insured against sending important files to the wrong address by an inattentive employee. In such a situation, the information turns out to be very easy prey.
Phishing is a type of Internet fraud, the purpose of which is to gain access to confidential user data - logins and passwords. This is achieved by conducting mass mailings of e-mails on behalf of popular brands, as well as personal messages within various services, for example, on behalf of banks or within social networks. The letter often contains a direct link to a site that is apparently indistinguishable from the present, or to a site with a redirect. After a user gets to a fake page, fraudsters try, using various psychological techniques, to prompt the user to enter their username and password on the fake page, which he uses to access a specific site, which allows fraudsters to gain access to accounts and bank accounts.
2. Using pirated software. 
Sometimes executives of companies try to save on the purchase of licensed software. But you should know that unlicensed programs do not protect against fraudsters who are interested in stealing information using viruses. The owner of unlicensed software does not receive technical support, timely updates provided by development companies. Together with him, he buys viruses that could harm the computer security system. According to a Microsoft study, in 7% of the unlicensed programs studied, special software was found to steal passwords and personal data.
3. DDoS attacks. 
Distributed Denial of Service - “Distributed Denial of Service” is a stream of spurious requests from hundreds of thousands of geographically distributed hosts that block a selected resource in one of two ways. The first way is a direct attack on the communication channel, which is completely blocked by a huge amount of useless data. The second is an attack directly on the resource server. The unavailability or deterioration of the quality of work of public web services as a result of attacks can last quite a long time, from several hours to several days. Typically, such attacks are used in the course of competition, blackmailing companies, or to divert the attention of system administrators from certain illegal actions, such as stealing money from accounts. According to experts, theft is the main motive of DDoS attacks. Target intruders are more often the sites of banks, in half of the cases (49%) they were affected.
4. Viruses. One of the most dangerous threats to information security today is computer viruses. This is confirmed by the multimillion-dollar damage suffered by companies as a result of virus attacks. In recent years, their frequency and level of damage has significantly increased. According to experts, this can be explained by the emergence of new channels of penetration of viruses. Mail still remains in the first place, but, as practice shows, viruses can also penetrate through messaging programs such as ICQ and others. The number of objects for possible virus attacks has also increased. If earlier standard web services servers were mainly attacked, today viruses can also affect firewalls, switches, mobile devices, routers.
Viruses (malware) types:
· “Computer viruses” are small programs that can independently spread after being inserted into a computer by creating their own copies. Under certain conditions, viruses have a negative effect on the software applications or operation system;
· "Worms" - utilities that are activated each time you start your computer. They have the ability to move within a system or network and multiply like viruses. The avalanche reproduction of programs leads to an overload of communication channels, memory, and then to the block of work;
· “Trojan horses” - such programs are “hidden” under the guise of a useful application, and, in fact, harm the computer: destroy software, copy and forward files with confidential information to an attacker, etc.
· Spyware is a program that is secretly installed on a computer, smartphone, personal digital assistant to collect information about the computer configuration, copying information from the device’s memory, copying user data, user’s audio / video recording, or user activity without the latter’s consent. They can also perform other actions: changing settings, installing programs without the user's knowledge, redirecting user actions.

Although the number of threats is constantly growing, more and more new viruses are appearing, the intensity and frequency of DDoS attacks is increasing, the developers of information protection tools are also not standing still. For every threat, new security software is being developed or existing ones are being improved. Among the means of information protection are: 
1. Physical means of information protection. 
These include the restriction or a complete ban on the access of unauthorized persons to the territory, checkpoints equipped with special systems. HID-cards for access control are widely used. For example, when introducing this system, only those who are granted such access under the protocol can enter the server or another important division of the company.
2. Basic means of protecting electronic information. 
This is an indispensable component of the company's information security. These include numerous antivirus programs, as well as email filtering systems that protect the user from unwanted or suspicious correspondence. Corporate mailboxes must be equipped with such systems. In addition, the organization of differentiated access to information and a systematic change of passwords. Antivirus program - a specialized program for detecting computer viruses, as well as unwanted (considered malicious) programs and recovering infected (modified) files by such programs, as well as for preventing - preventing infection (modification) of files or the operating system with malicious code.
3. Anti-DDoS. 
Competent protection against DDoS-attacks on its own is impossible. Many software developers offer an anti-DDoS service that can protect against such attacks. As soon as an unusual type or quality of traffic is detected in the system, a security system is activated that detects and blocks harmful traffic. At the same time, business traffic flows smoothly. The system is able to operate an unlimited number of times, until the threat is completely eliminated.
4. Backup data.
This solution implies storing important information not only on a specific computer, but also on other devices: external storage or a server. Recently, the service of remote storage of various information in the “cloud” of data centers has become particularly relevant. It is this kind of copying that is able to protect a company in the event of an emergency, for example, when a server is withdrawn by the authorities. You can backup and restore data at any time convenient for the user, in any geographic location.




ADDITIONAL TASK FOR MASTERING SKILLS

Cryptographic methods of information security
There are two known approaches to maintaining confidentiality of information:
• stenography;
• cryptography.
Stenography methods allow secretly to place information in the process of its storage and transmission. The practical application of stenography in modern information systems is associated with the use of multimedia files, which are used as containers for the hidden placement of confidential information in them. The use of the least significant bits of a multimedia file for placing additional hidden information in them has practically no effect on the quality of the image, sound, etc. It is possible to detect the fact of using a file as an information container only with the help of special programs that perform statistical processing of files, provided that more than 10% of the least significant bits are used.
From cryptographic methods for ensuring the confidentiality of information in information systems, encryption methods are mainly used. Encryption refers to the process of converting open information into encrypted information (ciphertext) or the process of reverse converting encrypted information into open information. The transformation of open information into closed is called encryption, and the conversion of encrypted information into open is called decryption.
Examples of cryptographic methods
(source: https://www.dcode.fr)
Caesar cipher encryption
Caesar cipher (or Caesar code) is a shift cipher, one of the most easy and most famous encryption systems. It uses the substitution of a letter by another one further in the alphabet.
How to encrypt using Caesar cipher?
Encryption with Caesar code is a monoalphabetical substitution, ie. a same letter is replaced with only one other. Caesar code is defined on an alphabet shift: a letter further in the alphabet.
Plain Alphabet	ABCDEFGHIJKLMNOPQRSTUVWXYZ
Caesar Alphabet (+3)	DEFGHIJKLMNOPQRSTUVWXYZABC
Example: Crypt DCODEX with a shift of 3.

To encrypt D, take the alphabet and look 3 letters after : G. So D is crypted with G. To encrypt X, loop the alphabet: after X : Y, after Y : Z, after Z : A. So X is coded A.
DCODEX is coded GFRGHA

Another way to crypt, more mathematical, note A=0, B=1, ..., Z=25, and add a constant (the shift), then the result modulo 26 (alphabet length) is the coded text.

Example: To crypt D (of value 3), add the shift 3: 3+3=6 and find the letter for 6 : 6=G, so D is crypted with G.
To crypt X=23, 23+3=26 and 26 mod 26 = 0, 0=A, so X is crypted with A, etc.
DCODEX is coded GFRGHA

How to decrypt Caesar cipher?
Caesar code decryption replaces a letter another with an inverse alphabet shift : a previous letter in the alphabet.

Example: Decrypt GFRGHA with a shift of 3.
To decrypt G, take the alphabet and look 3 letters before : D. So G is decrypted with D.
To decrypt X, loop the alphabet: before A: Z, before Z: Y, before Y: X. So A is decrypted X.
GFRGHA is decrypted DCODEX.

Another way to de crypt, more mathematical, note A=0, B=1, ..., Z=25, subtracts a constant (the shift), then the result modulo 26 (alphabet length) is the plain text.

Example: Take G=6, subtract the shift 6-3=3 and 3=D, so G is decrypted with D
Take A=0, 0-3=-3 and -3 mod 26 = 23, 23=X, so A is decrypted with X, etc.
GFRGHA is decrypted DCODEX

Playfair encryption
PlayFair Cipher is a symmetrical encryption process based on a polygrammic substitution. Created in 1854 by Charles Weatstone, it is named in honor of Lord PlayFair who popularized its use.
Playfair encryption uses a grid, which can be generated by a key word.

Example: Crypt DCODE with the grid:
				
	A	B	C	D	E
	F	G	H	I	J
	K	L	M	N	O
	P	Q	R	S	T
	U	W	X	Y	Z

Split the text into pairs of letters (bigrams) and apply the following rules according to the letters positions in the grid:
· if the 2 letters are identical (or if there is only one remaining) put another letter (for
example a X or a Q) after the first letter and cipher the new bigram thus formed
Example: AABCD becomes AXABCD
· if the 2 letters are on the same line, replace them by the ones on their right (loop to the
left if the edge of the grid is reached),
Example: C and D are ciphered DE.
· if the 2 letters are on the same column, replace them by the ones directly under (loop to 
the top if the bottom of the grid is reached),
Example: A and F are ciphered FK.
· else, replace the letters by the ones forming a rectangle with the original pair. The 
ciphered bigram begins with the letter on the same line as the first letter to cipher.
Example: AG is crypted BF, FB is crypted GA

How to decrypt PlayFair cipher?
Playfair decryption requires a grid, which can be generated by a key word.
Example: Decrypt DCODE with the grid:

	
A	B	C	D	E
	F	G	H	I	J
	K	L	M	N	O
	P	Q	R	S	T
	U	W	X	Y	Z
Split the text into pairs of letters (bigrams) and apply the following rules according to the letters positions in the grid :
· if the 2 letters are on the same line, replace them by the ones on their left (loop to the 
right if the edge of the grid is reached),
Example: DE is decrypted CD.
· if the 2 letters are on the same column, replace them by the ones directly above (loop to 
the bottom if the top of the grid is reached),
Example: FK is decrypted AF.
· else, replace the letters by the ones forming a rectangle with the original pair. Beginning 
with the letter on the same line as the first letter to crypt.
Example: BF is decrypted AG, GA is decrypted FB
